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Chapter 1. Accessing the Virtual Floppy Area

Login into the eRIC express

Open your web browser. Type in the address of your eRIC express which you config-
ured during the installation process. The address used might be a plain IP address or
a host and domain name, in case you have given your eRIC express a symbolic name
in the DNS. For instance, type the following in the address line of your browser when
establishing an unsecured connection:

http://192.168.1.22/

When using a secure connection type in:

https://192.168.1.22/

This will lead you to the eRIC express login page as shown in Figure 1-1 .

Authenticate with Login and Password!

Username  |user

Password  [Fkrtr

Figure 1-1. Login screen

The eRIC express has a built-in super user that has all permissions to administrate
your eRIC express :

Table 1-1. Standard User Settings

Parameter Value
Login super
Password pass

Note: The user “ super ” is not allowed to login via the serial interface of the eRIC express
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Warning

Please make sure to change the super user password immediately after
you have installed and accessed your eRIC express for the first time.
Not changing the pass phrase for the super user is a severe security
risk and might result in unauthorized access to the eRIC express and
to the host system including all possible consequences!

Warning

Your web browser has to accept cookies or else login is not possible.

Navigation

Having logged into the eRIC express successfully, the main page of the eRIC express
appears (see Figure 1-2 ). This page consists of three parts, each of them contains
specific information. The buttons on the upper side allow you to navigate within the
front end (see Table 1-2 for details). The lower left frame contains a navigation bar
and allows you to switch between the different sections of the eRIC express . Within
the right frame, task-specific information is displayed that depends on the section
you have chosen before.

B tome-MosilaFiefox  ___ [WEF]
File Edit View Go Bookmarks Tools Help
G- -8 ) [ http:/192.168.1.55/home asp j ®ce [C
Home Console Rermote Cansole connected] Logout

rRemote Console Preview
Click to open

rinternal Power Control
Server Power Status: Off

Err GEn G

javascript:toggleitem('RemoteControl')

Figure 1-2. Main page
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Table 1-2. Buttons from the front end

£

Home

-
Console

A

| —
Logout

Return to the main page of the eRIC express .

Open the eRIC express Remote Console.

Exit from the eRIC express front end.

Warning

If there is no activity for half an hour, the eRIC express will log you out
automatically. A click on one of the links will bring you back to the login
screen.

Logout from the eRIC express

This link logs out the current user and presents a new login screen. Please note that
an automatic logout will be performed in case there is no activity for half an hour.
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Floppy Disk
O rome-MogilaFiex =K
File Edit Wew Go Bookmarks Tools Help
@--& ) [ httpi192.168.1.55/home asp - @ @
Home Console Remote Consale connected! Logout

rActive Image
- No disk emulation set.

=Floppy Disk

- CD-ROM Image
- Drive Redirection
> Options

rFloppy Image Upload
Floppy Image File | Browse...
o)

Figure 2-1. Virtual Floppy Area

Upload a Floppy Image

Within two small steps working on the basis of a certain (floppy) image can be
achieved.

« First the path of the image has to be specified. You can do that either by hand or
by using the file selection dialog of your web browser. To open the file selection
dialog click on the button “ Browse ” and select the desired image file.

Floppy Image Upload

Floppy Image File | Browse... |
EE®

Figure 2-2. Select Image File

The maximum image size is limited to 1.44MB. To use a larger image mount this
image via Windows Share (or SAMBA) (see the Section called Use Image on Windows
Share (SAMBA) for details).

5
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* Secondly, click on the button “ Upload ” to initiate the transfer of the chosen image
file into the eRIC express 's on-board memory. This image file is kept in the on-
board memory of the eRIC express until the end of the current session, until you
logged out or initiated a reboot of the eRIC express .

Options

[~ Disable USB Mass Staorage if no image is loaded

Figure 2-3. USB mass storage option

Set this option to disable the mass storage emulation (and hide the virtual drive) if
no image file is currently loaded. If unset and no file image will be found, it may
happen that the host system will hang on boot due to changes in the boot order or
the boot manager (LILO, GRUB). This case was reported for some Windows versions
(2000, XP), other OS may not be fully excluded. This behaviour depends on the BIOS
version used in that machine.

Note: On default, this option is enabled for the eRIC express to handle USB multi-function
devices correctly and to ensure the availability of both keyboard and mouse.

To set this option press the button “ Apply ” .
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CD ROM

Use Image on Windows Share (SAMBA)

To include an image from a Windows share select “ CD-ROM ” from the submenu.

O ome-Mosilakex =R
File Edit Wiew Go Bockmarks Tools Help
E-op -2 ) [ httpy7192.168.5 102/home.asp ~| ®co [GL
A &
m O A,
Home Console Logout

‘ il Remote Control
) . No disk emulation set.

- 5 Virtual Media

= Floppy Disk a

= CD-ROM Image

= Drive Redirection Share host |mysql.acme.com

= Options

Share name |storage

m User Management
p—- 0@ Path to image I:\cdrom_\mage.iso
% KVM Settings User {optional) [iohndoe
@ Device Settings Password (optional) W
f Maintenance =)

Done

Figure 2-4. Selecting CD ROM and Windows Share

The following information has to be given to mount the selected image properly:

Share host
The server name or its IP address. On Windows 95, 98 and Windows ME do not
specify the IP address but the server name ( “ NetBIOS Name ).

Share name

The name of the share to be used.

Path to image
The path of the image file on the share.

User (optional)

If necessary, specify the user name for the share named before. If unspecified and
a guest account is activated, this guest account information will be used as your
login.

Password (optional)

If necessary, specify the password for the given user name.

For an example you may have a look on Figure 2-4 . First, the eRIC express will look
for a server named “ mysql.acme.com ” . Then, the entered share name is selected (in
our example we use the share “ storage ” ) and the image file (“ \cdrom_image.iso ")
is opened. If this file can only be accessed with both an user name and password enter

7



Chapter 2. Virtual Media

the according values in the input fields for user name and password. In our case the
file is owned by the user “ johndoe ” and protected by an user-specific pass-phrase
(displayed as a number of stars).

To register the specified file image and its location click on the button “ Set ” .

The specified image file is supposed to be accessible from the eRIC express . The in-
formation above has to be given from the point of view of the eRIC express . It is
important to specify correct IP addresses and device names. Otherwise, the eRIC ex-
press may not be able to access the referenced image file properly, leave the given file
unmounted and will display an according error message, instead. So, we recommend
to state correct values and repeat this step if necessary.

e

J File Edit “iew Favorites Tools Help |

J
J

S Back + = - | QSEarch L Folders @Histur}.f |%+ qg >
address II:I storage j o

cdrom_image. i
50

Select an ikem to view its
descripkion,

See also:
My Documents

My Metwork Places
My Computer

|1 objeck{s) |EI bytes |E.D_JI My Compuker

Figure 2-5. The image file on the share

Furthermore, the specified share has to be configured correctly. Therefore, adminis-
trative permissions are required. As a regular user you may not have these permis-
sions. You should either login as a system administrator (or as “ root ” on UNIX
systems) or ask your system administrator for help to complete this task.

Windows 2000/ XP

Open the Explorer, navigate to the directory (or share) and press the right mouse
button to open the context menu. Select “ Sharing ” to open the configuration
dialog (see Figure 2-6 ).
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&= Local Disk (C:)

J File  Edit  ‘iew Favorites Tools  Help

J FBack - = - | @Search [ Folders @History | o 0e =y | [EH-
J.ﬁ.ddress IQ Local Disk (3 j 6}60

] O OO O e

B Documents Program Files s Explare
Local Disk (C:) and Settings Search...

e JE

File Folder

Open

Modified: 3/11/2005 1:14 PM
Attributes: {normal) Copy

Create Shorbouk
Delete
Rename

Fropetties

Displays the properties for sharing the selected Folder

Figure 2-6. Explorer Context Menu

=10l x|

[ &)
j 6>GD

am Files storage

s W =

General  Sharing | Security I
Y'ou can share this folder among ather users on your

; network, Toenable sharing for this folder, click Share this
falder.

€ Do not share this folder
% Share this folder

Share name: Istoragd L

Caomnent: I

Lzer limit: & Waimum allowed

" Allow I _|; Users
To set permissions far how users access this Elilsians |
folder over the netwark, click Pemmissions.

Tao configure settings for Offline access to Cachi
this shared folder, click Caching. __ Cashing_|

|| @ My Computer

o ]

Cancel | Apply

Figure 2-7. Share configuration dialog
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Adjust the settings for the selected directory.
 Activate the selected directory as a share. Select “ Share this folder ” .

 Choose an appropriate name for the share. You may also add a short descrip-
tion for this folder (input field “ Comment " ).

« If necessary, adjust the permissions (button “ permissions ” ).
« Click “ OK ” to set the options for this share.

UNIX and UNIX-like OS (UNIX, Solaris, Linux)
If you like to access the share via SAMBA, SAMBA has to be set up properly.

You may either edit the SAMBA configuration file /etc/samba/smb.conf or
use the Samba Web Administration Tool (SWAT) or WebMin to set the correct
parameters.

For additional options see the Section called Options for details.

Drive Redirection

10

The Drive Redirection is another possibility to use a virtual disc drive on the remote
computer. With Drive Redirection you do not have to use an image file but may work
with a drive from your local computer on the remote machine. The drive is hereby
shared over a TCP network connection. Devices such as floppy drives, hard discs,
CD ROMs and other removable devices like USB sticks can be redirected. It is even
possible to enable a write support so that for the remote machine it is possible to
write data to your local disc.
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0 omo-MosilaFirefox ________________ JWeFY
File Edit Wiew Go Bookmarks Tools Help
@-op - & #3) [ http//192.168 5.67/home.asp v @co @
: 5
L) - A
Home Console Logout

! 91 Remote Control -

@ Virtual Media

No disk emulation set.

-+ Floppy Disk _

> CD-ROM Image

= Drive Redirection Drive Redirection allows you to share your local drive

> Options (floppy, CD-ROM, removahle disks and harddisks) with

the remote system.
w User Management ) o
To use this feature, you need the Drive Redirection Tool
) or the KVM Vision Viewer on your client machine. Please

% KVM Settings ask the vendor of eRIC express how to get the toals.
ﬂ‘-_@} Device Settings [~ Disable Drive Redirection

[~ Faorce read-only connections

f Maintenance

Done

Figure 2-8. Drive Redirection

Please note that Drive Redirection works on a level which is far below the operating
system. That means that neither the local nor the remote operating system is aware
that the drive is currently redirected, actually. This may lead to inconsistent data as
soon as one of the operating systems (either from the local machine, or from the
remote host) is writing data on the device. If write support is enabled the remote
computer might damage the data and the file system on the redirected device. On
the other hand, if the local operating system writes data to the redirected device the
drive cache of the operating system of the remote host might contain older data. This
may confuse the remote host’s operating system. We recommend to use the Drive
Redirection with care, especially the write support.

Options

As shown in Figure 2-8 the following options may be enabled:

Disable Drive Redirection
If enabled the Drive Redirection is switched off.

Force read-only connections

If enabled the Write Support for the Drive Redirection is switched off. It is not
possible to write on a redirected device.

Click “ Apply ” to submit your changes.

Software Requirements

To use this feature, you have to install the Drive Redirection software that is currently
only available for Microsoft Windows. This software can be found on the product CD
ROM.

11
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Configuration

.* Drive Redirection E]
Connection Paraneters

Device: my-lara Drriver | & v

Fort: 443 Secure Connection

[ ] Allow wiite Support [EXPERIMENTAL DANGEROUS!)

Caution: Thiz might destroy all data on the shared medial

Mote: The whole diive iz redirected here, [f pou redirect a local
hard disk with mare than one partition, all partitions of the
drive will be available on the remote computer,

Device Authentication

Usemame: | uzer Password, |(eese

[ Enit l [ Hide to Trayp l

& redirectable drives found.

Figure 2-9. Main View

Specify the parameters of the network connection (see Figure 2-9 ).

Device
This is the address (either the DNS name or the IP address) of the eRIC express
you would like to connect to.

Port

This is the network port. By default, eRIC express uses the remote console port
(#443) here. You may change this value if you have changed the remote console
port in your eRIC express ‘s network settings.

Secure Connection

Enable this box to establish a secure connection via SSL. This will maximize the
security but may reduce the connection speed.
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Drive Selection

X

‘. Drive Redirection E]

Connection Parameters

Device: my-lara Drriver | 4 ™

Fort; 443 Secure Connection

[ Allow white Support [EXPERIMENTAL! DANGEROUS!

Cautior: Thiz might destroy all data on the shared medial

Mate: The whole drive iz redirected here. [ you redirect a local
hard digk. with more than one partition, all partitionz of the
drive will be available on the remate computer.

Device Authentication

Uszermame: | user Pazsword: | sews

[ Exit ] [ Hide ta Tray ]

G redirectable drives found.

Figure 2-10. Selecting the desired drive

Select the drive you would like to redirect. All available devices (drive letters) are
shown here. Please note that the whole drive is shared with the remote computer,
not only one partition. If you have a hard disc with more than one partition all drive
letters that belong to this disc will be redirected.

The Refresh button may be used to regenerate the list of drive letters, especially for
an USB stick.

13
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Write Support

“*. Drive Redirection E] O
Connection Parameters

Device: my-lara Dirivver

Fort; 443 Secure Connection

[ Allow white Support [EXPERIMENTAL! DANGEROUS!

Cautior: Thiz might destroy all data on the shared medial

Mate: The whole drive iz redirected here. [ you redirect a local
hard digk. with more than one partition, all partitionz of the
drive will be available on the remate computer.

Device Authentication

Uszermame: | user Pazsword: | sews

[ Exit ] [ Hide ta Tray

G redirectable drives found.

Figure 2-11. Selecting write support

This feature may be enabled here. Write support means that the remote computer is
allowed to write on your local drive. As you can imagine, this is very dangerous. If
both the remote and the local system try to write data on the same device, this will
certainly destroy the file system on the drive. Please use this only when you exactly
know what you are doing.
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Device Authentication

.*. Drive Redirection E]
Connection Parameters

Device: my-lara Drriver | 4 ™

Fort; 443 Secure Connection

[ dsllave wirite Suppart [EXPERIMENTAL! DAMGEROLUS!
Cautior: Thiz might destroy all data on the shared medial
Mate: The whole drive iz redirected here. [ you redirect a local

hard digk. with more than one partition, all partitionz of the
drive will be available on the remate computer.

Device Authentication

Uszermame: | user Pazsword: | sews

[ Exit ] [ Hide ta Tray ]

G redirectable drives found.

Figure 2-12. Device Authentication

To use the Drive Redirection, you have to authenticate on the eRIC express using a
valid username and password. A permission to change the virtual disc configuration
is necessary .

Navigation Buttons

Connect/Disconnect

To establish the drive redirection press the Connect button once. If all the settings
are correct, the status bar displays that the connection has been established, the
Connect button is disabled and the Disconnect button is enabled.

On an error, the status line shows the error message. The drive redirection soft-
ware tries to lock the local drive before it is redirected. That means that it tries
to prevent the local operating system from accessing the drive as long as it is
redirected. This may also fail, especially if a file on the drive is currently open.
In the case of a locking failure, you will be prompted if you want to establish the
connection anyhow. This should not be a serious problem when the note above
is respected. If the write support is enabled, a drive which is not locked might
be damaged by the Drive Redirection.

With the Disconnect button, a connection via Drive Redirection connection is
stopped.

Exit/Hide

If the Exit button is pressed, the Drive Redirection software is closed. If a Drive
Redirection connection is active, the connection will be closed before the appli-
cation terminates.

15
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Using the Hide to Tray button the application is hidden, but not terminated com-
pletely. That means that an active connection will be kept active until it is closed
explicitly. You can access the software by its tray icon. The tray icon also shows
whether a connection is established or not. A double click on the icon shows
the application window, or with a right click you may access a small menu (see
Figure 2-13).

Show Dialog

Figure 2-13. Tray Info

Creating an Image

16

Floppy Images

UNIX and UNIX-like OS

To create an image file make use of “ dd ” . This is one of the original UNIX utilities
and is included in every UNIX-like OS (UNIX, Sun Solaris, Linux).

To create a floppy image file copy the contents of a floppy to a file. You can use the
following command:

dd [ if=/dev/fd0 ][ of=/tmp/floppy.image ]

dd reads the entire disc from the device /dev/fd0 and saves the output in the
specified output file /tmp/floppy.image . Adjust both parameters exactly to your
needs (input device etc.)

MS Windows

You can use the tool “ RawWrite for Windows ” .
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A, RawWrite Mi=] E3 |

B awtafrite far windows hittpe A Auranues. ik swin. edu. aud ™ Thdinus

YWritten by Jahn M ewbigin

Floppy drive Ig W j

arite IHead I Abaout I Help I Suppu:urtl

Uze this tab towrite an image to floppy disk

Irnage file IF:"uessentials"-.freedl:us"-.instaII"-.FD Ba J

Murnber of copies |1 :II

E xit

42%  Disk1of1  Windows NT 5.0 build number 2195

Figure 2-14. RawWrite for Windows selection dialog

Select the tab “ Read ” from the menu. Enter (or choose) the name of the file in which
you would like to save the floppy content. Click on the button “ Copy ” to initiate the
image creation process.

For related tools you may have a look at the homepage of the fdos project (
http://www.fdos.org/ripcord/rawrite/

CD ROM/ISO 9660 Images

UNIX and UNIX-like OS

To create an image file make use of “ dd ” . This is one of the original UNIX utilities
and is included in every UNIX-like OS (UNIX, Sun Solaris, Linux).

To create a CDROM image file copy the contents of the CDROM to a file. You can use
the following command:

dd [ if=/dev/cdrom ][ of=/tmp/cdrom.image ]

dd reads the entire disc from the device /devicdrom  and saves the output in the
specified output file /tmp/cdrom.image . Adjust both parameters exactly to your
needs (input device etc.).

MS Windows

To create the image file use your favourite CD imaging tool. Copy the whole contents
of the disc into one single ISO image file on your harddisk.

17
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18

For example, with “ Nero ” you choose “ Copy and Backup ” . Then, navigate to the
“ Copy Disc ” section. Select the CD ROM or DVD drive you would like to create an

ISO image from. Specify the filename of the ISO image and save the CD ROM content
in that file.

co

0

.

+)

LY L

Butn Image to Dise

Back up Files ﬂ; Back up Hard Dyive

Restme Backups

Schedule Backups

Figure 2-15. Nero selection dialog
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USB Settings
If you boot via USB, the following BIOS settings have to be enabled:

» USB enabled
 Legacy USB enabled (partly required)

If these options are disabled, all USB related functions may not work.

Boot Order

Depending on the image origin, the boot order has to be adjusted.

For a floppy image, set “ usb-floppy ” as the first boot device. Sometimes, this BIOS
entry is named “ usb-zip ” .

Ctri+ Alt+Delaete

Phoenix - AwardBIOS CMOS Setup Utility
Advanced BIOS Features

[Disahledl
[Enabledl
§ Menu Level >
First Boot Device [USB-ZIP]
Second Boot Dewvice [USBE-CDROM] Select Your Boot
Third Boot Device [HDD-A1 Device Priority

Swap Floppy Drive [Disabhledl
Boot Up Floppy Seek [Disahledl
Boot Up NumLock Status [On]

Gate AZA Option [Normall
Typematic Rate Setting [Enabled]
Typematic Rate (Chars/3ec)[381]
Typematic Delay (Msec) [2581
Security Option [Setupl
Display Full Screen Logo [Disabledl
Shou Summary Information [Disabled]l
Display Small Logo [Disahled]l

Tl+¢:Move Enter:Select +,-,/PU-sPD:Value F1B8:5ave ESC:Exit F1l:General Help
F5: Previous Values F6: Fail-Safe Defaults F?: Optimized Defaults

Console(Morm}): Desktop size is 720 x 400 In: O B/s Out: 208 B, 3 O

Figure 3-1. BIOS Settings: boot from floppy

For the CD ROM image, set “ usb-cdrom ” as the first boot device.
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Ctri+Alt+Delete

rus Warning

U L7 Cache ECC Checkin
Juick Pouer On Self Test
First Boot Device
Second Boot Device
Third Boot Device
B oo 20 e 3 =

Swap Floppy Drive

Boot Up Floppy Seek
Boot Up NumLock Status
Gate AZA Option
Typematic Rate Setting

Typematic Delay (Msec)
Security Option

Display Full Screen Logo
Shouw Summary Information
Display Small Logo

Tl++:Move Enter:Select
F5: Previous Values

+/—/PU/PD:Value
Fb:

ConsolefNorm ), Desktop size is 720 x 400

Phoenix - AwardBIOS CMOS Setup Utility
fidvanced BIOS Features

[Disabledl
[Enabledl
[Enabled]
[USB-CDROM]
[Disahledl
[HDD-B1

Menu Level >

Select Your Boot
Device Priority

[Disahledl
[Disahledl
[Onl
[Normall
[Enabled]

Typematic Rate (Chars/3ec)[381]

[2581
[Setup]l
[Disabledl
[Disahledl
[Disahledl

F18:5ave
Fail-Safe Defaults

ESC:Exit F1:General Help
F?: Optimized Defaults

In:OB/sOut OB/s § [

Figure 3-2. BIOS Settings: boot from cdrom
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